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What is a Bitcoin
Address?

A Bitcoin address is a mix of letters and numbers,
starting with “1,” “3,” or “bc1.” This address is case-
sensitive, and it helps ensure that Bitcoin is sent to the
right person in the network. 

Bitcoin addresses are created using two keys: a public
key and a private key. The public key is like your email
address, which you can share with others. It gets
shortened to make it easier to use.

The private key is like your email password, which you
keep secret. When you receive Bitcoin, your address
proves you own the funds, and all transactions are
recorded on a public ledger called the blockchain. 

Bitcoin addresses are essential for verifying and
approving transactions on the network. 
They also provide users with some 
privacy by hiding personal details 
like names and locations.



Making a Bitcoin
Address

Bitcoin addresses are made from public keys
using special processes called encoding and
hashing. Public keys come from private keys and
are important because they create digital
signatures. These signatures allow Bitcoin
transactions to happen and prove who owns the
funds.

Encoding is like translating data into a different
format to make it easier to use or read. Hashing is
like taking data and creating a unique, fixed-
length code from it, which helps in verifying the
data’s integrity. Both processes are essential for
creating secure Bitcoin addresses.



Breakdown of
Bitcoin Addresses

Due to the constant evolution of technology especially
in the world of cryptocurrency, there are several
variations of Bitcoin addresses. These different
variations are made to accommodate various functions
while keeping the compatibility with current systems.
You can see these variations in the prefix of the Bitcoin
address.

Here is the further breakdown of a Bitcoin address.
The average Bitcoin address is made up of 26 to 35
characters. They are made up of numbers and letters,
the letters are case sensitive. To prevent confusion or
typos the addresses do not include the number “0” or
the letters “O,” “I,” or “l.” The version prefix at the
beginning of the Bitcoin address (“1,” “3,” “bc1,” and
“bc1p”). Base58 encoding encrypts addresses by
removing any potentially confusing characters. 
The public key hash, derived from the 
recipient’s public key, forms the 
foundation of a Bitcoin address. 
Within the Bitcoin network, this 
hash uniquely identifies the recipient.



Types of Bitcoin
Addresses

Legacy (P2PKH) addresses starting with “1” use the Pay-to-
Public-Key-Hash (P2PKH) script type and are case-sensitive.
Encoded with Base58 to avoid confusing characters, they
allow straightforward Bitcoin transactions by using the
recipient’s public key hash. These legacy addresses are widely
compatible with most wallets and exchanges.

SegWit (P2SH) addresses, starting with “3,” use Base58
encoding and the Pay-to-Script-Hash (P2SH) script type. They
separate signature data from transaction data, improving
scalability, transaction throughput, and reducing fees. This
format also supports advanced features like the Lightning
Network.

Bech32 (Native SegWit) addresses, starting with “bc1,” are
based on the SegWit protocol. They offer lower transaction
fees, better block space usage, and use only lowercase letters
for easier reading and error detection. These addresses are
perfect for new services and apps that want to fully leverage
the Bitcoin network and promote SegWit adoption.

Taproot (P2TR) addresses, starting with
“bc1p,” are the latest Bitcoin address
format. They improve scalability,
flexibility, privacy, and security. Though
not widely supported yet, they offer
benefits like Schnorr signatures, which
reduce costs, enhance security, and enable
smart contracts.



Change Address

In a Bitcoin transaction, a change address is an
additional output address that receives any
leftover funds from the inputs. This leftover
amount, known as the change, is returned to
one of the sender’s addresses if the total value
of the inputs is greater than the amount being
transferred.

This guarantees that the entire value of the
inputs is accounted for and not lost. Change
addresses help to obscure which output is the
change and which is the payment, thereby
enhancing security and anonymity.



Authenticating
Bitcoin Addresses

It’s crucial to authenticate an address to
ensure it is accurate and in the correct
format before sending Bitcoin. To ensure
the address is correct send a tiny amount
of currency to verify the address. This
step is very important to avoid losing
funds as a result of fraud or typo errors.


